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Introduction
Cyber crimes are again making front page news as a new strain of ransomware1 
hit some of the world’s largest companies2 this year. The profusion of strains of 
ransomware (Petya, WannaCry, Jaff)3 compound the cyber crime problem, a problem 
which is already presented in the most Byzantine and convoluted way. Due to its 
size and complexity, the cyber problem seems unwieldy and unmanageable; this 
paper posits that this is partly due to the way cyber crimes have been classified, with 
multiple names being given for the same underlying technique. 
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Cyber crime - A significant concern for law firms
While all businesses in the UK are at risk of data 
theft / fraud,4 a breach within a law firm poses an 
exceptional risk to clients, the firm and wider society. 
Speaking about the impact of the legal sector 
generally, the Chief Executive of the Law Society, 
Catherine Dixon explained:

With an economic value of £25.7 billion to the UK 
economy and as a net exporter up 5.6% in real terms 
over 10 years (valued at £3.6 billion), the robust 
defence and protection of the UK’s law firms’ cyber 
presence is critical to law firms both individually 
and collectively, to clients trust in the legal sector, to 
the economy and ‘to the very fabric of our society’. 
The SRA’s Risk Outlook report 2016/17 makes 
references to the increased instance of cyber crime 
acknowledging that it continues to be a significant 
concern for law firms.6 Moreover,  in addition to 
stating that a ‘quarter of law firms have been 
targeted by cyber criminals’, 7 7  the Risk Outlook  
also suggested that the ‘true figure is likely to be 
higher’ as a result of under-reporting or the absence 
of detection, citing a report filed in 2015 by the Office 

‘The provision of expert legal 
services is fundamental to 
the success of business and 
commerce and underpins the very 
fabric of our society.’5
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for National Statistics (ONS). The contention that 
cyber crime is under-reported is echoed by IBM’s 
CEO who commented that ‘a significant portion of 
cyber crime goes undetected, particularly industrial 
espionage where access to confidential documents 
and data is difficult to spot.’8

There are 10,425 law firms operating across the UK, 
employing 370,000 in the legal services industry; as 
63% of which are either solicitors or are employed 
by solicitors’ firms, it is likely that the vast majority 
are using email and maintaining sensitive client 
data electronically.9 Of the 10,425 law firms, the 
top 100 law firms across the UK serve many of 
the 2,600 firms listed on the Main Market, London 
Stock Exchange (LSE). With the possible exception 
of health records, it is difficult to think of a greater 
threat to consumers than to leave law firms’ data 
vulnerable.

Given the business that British law firms attract 
globally, the legal sector is vital to the economy. In 
light of this, and the fact that law firms rely upon 
maintaining trust, confidence and sensitive data, 
it is imperative that UK law firms deploy robust 
cybersecurity measures especially in the face of 
easily identifiable system vulnerabilities.

Lawyers’ duties
Law firms are in an unenviable position;

 ● they have a statutory duty to maintain client 
confidentiality, further to the professional 
principles contained in the Legal Services Act 
(2007),

 ● the SRA mandates a number of principles including 
an obligation on law firms to keep the affairs 
of their clients confidential unless disclosure is 
required or permitted by law,10 their businesses rely 
on client trust being maintained,

 ● they are required to ‘run [their] business or carry 
out [their] role in the business effectively and in 
accordance with proper governance and sound 
financial and risk management principles.’11 

They must advise clients on GDPR while they 
themselves are vulnerable to data breaches.

 ●Set to be implemented in May 2018, the General 
Data Protection Regulation will raise the maximum 
fine for certain data breaches from £500,000 

to £20 million - 4% of annual global turnover. 
Meanwhile, law firms are already on express notice 
that they are being targeted by scammers.12

 ●They are under a duty to replace client monies, rule 
7.1 of the SRA Accounts Rules 2011

 ●Any breach of the rules must be remedied promptly 
upon discovery. This includes the replacement of 
any money improperly withheld or withdrawn from 
a client account.

 ● Law firms may fall foul of provisions contained 
in the Insurance Act 2015 if they do not meet 
their duty of fair presentation by failing to 
disclose the risks vis a vis exposure to scamming 
instances (i.e. BEC/EAC/spear phishing/email 
impersonation) to the insurance company. The 
provisions which bite, include but are not limited to:

 ● s3(1) Before a contract of insurance is entered 
into, the insured must make to the insurer a fair 
presentation of the risk.

 ● s3(4)(a) The disclosure required is as follows...
disclosure of every material circumstance which 
the insured knows or ought to know.

 ●Knowledge of insured, S4(1) This section 
provides for what an insured knows or ought to 
know for the purposes of section 3(4)(a).

 ● s4(6) ...an insured ought to know what should 
reasonably have been revealed by a reasonable 
search of information available to the insured 
(whether the search is conducted by making 
enquiries or by any other means).

Significant cyber risks
Given the innumerable types of cyber crimes that 
affect firms generally, it is unsurprising that the 
SRA Risk Outlook Report13 referenced CEO fraud & 
Friday afternoon fraud. These represent a significant 
problem for businesses in terms of cash and data 
theft, as well as the resulting reputational damage 
which follows when those systems are breached.

CEO fraud & Friday afternoon fraud use the same 
imperfection in the protocol but in a different way. 
Between 1 - 26 June, the SRA reported 16 email 
scams, a review of which supports the view that 
email scams fall broadly into two categories:

1. Sender fraud*

2. Recipient fraud
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Sender fraud
With sender fraud i.e. email impersonation, business 
email compromise, the sender’s domain has a critical 
vulnerability which is open to exploitation. These 
impersonated emails look authentic, and there is no 
way for the receiver to distinguish an authentic email 
from an ‘impersonated’ email through inspection, 
even if (a) the receiver takes the time to view the 
emails ‘original source’ (b) the recipient has added 
the genuine sender to contacts. This scam fools 
not only the human recipient but also the recipient’s 
device, making it technically the most sophisticated 
of the email frauds. This email fraud appears to the 
recipient’s device as though it is coming from the 
authentic sender, sometimes even capturing the 
picture of the authentic sender. Therefore, if the 
‘sender’ is already saved to contacts, it may integrate 
the message with the existing contact information.

It is critical to note that while this is the most 
technically sophisticated of the email scams, 
the technique does not require the scammer to 
be technically proficient. The imperfection in the 
protocol can be explained in a matter of minutes. 
The absence of technical complexity may help to 
explain why this is deployed with such frequency by 
cyber criminals.

Sender fraud solution
The imperfection in the protocol can be addressed; 
as well as protecting business email it can also 
prevent this type of fraud. The solution for this 
particular cyber crime type is the DMARC15 standard 
(Domain-based Message Authentication, Reporting, 
and Conformance). It is ‘a way to make it easier for 
email senders and receivers to determine whether or 
not a given message is legitimately from the sender, 
and what to do if it isn’t.’16 

OnDMARC survey
OnDMARC conducted a unique survey of the top 
100 law firms in the UK. It found that only one 
firm had full protection in place, revealing critical 
vulnerabilities for the remaining law firms.17 If this 
vulnerability remains unresolved, it represents an 
open door opportunity for scammers.

The results are as follows: 

1. DMARC fully deployed / reporting in place / full 
protection - 1 firm

2. DMARC partially deployed / reporting in place / 
partial protection - 1 firm

3. DMARC partially deployed / reporting in place / 
no protection - 5 firms

4. DMARC not deployed / no reporting / no 
protection - 88 firms

Following the survey, a series of interviews were 
conducted with a number of leading law firms. Early 
results indicate a lack of awareness of the problem 
and the solution, with each law firm stating that they 
believed a different solution was in place.

It is hard to judge an organisation’s cybersecurity 
posture externally, and harder still to normalise for 
comparative purposes. However, one option is to 
look at the adoption of fundamental cybersecurity 
solutions such as the DMARC standard18 and use 
that as a bellwether. Fundamentally, what are the 
minimum steps that need to be taken by firms to 
protect their IT infrastructure and are those steps 
being taken?
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‘UK fraud hits record £1.1bn as 
cyber crime soars22 (reporting a 
55% year on year rise). How cyber 
criminals targeted almost $1bn in 
Bangladesh Bank heist.23’

crimes is unhelpful as tackling ‘cyber crime’ is to put 
it colloquially, the equivalent of trying to swallow 
the elephant whole. But as mentioned above, the 
problem is further exacerbated by consigning 
a variety of names for the same technique. For 
instance, the Federal Bureau of Investigation’s (FBI) 
reporting unit Internet Crime Complaint Center 
(IC3) identified similarities in the techniques used in 
both Business Email Compromise (BEC) and Email 
Account Compromise (EAC), prompting IC3 to start 
treating these scams as a single crime in 2017.24 The 
scam, as defined in the report, is carried out when 
‘a subject compromises legitimate business email 
accounts through social engineering or computer 
intrusion techniques to conduct unauthorized 
transfer of funds’.25

The BEC/EAC scam is widely reported elsewhere as 
‘spear phishing’ defined as ‘the fraudulent practice of 
sending emails ostensibly from a known or trusted 
sender in order to induce targeted individuals to 
reveal confidential information.’ The equivalent 
techniques are employed in CEO email fraud & Friday 
Afternoon fraud.26 Therefore, while the cyber crime 
landscape starts to look unwieldy, it is to some 
degree merely unnecessarily complex. In particular, 
businesses without the requisite in-house skills are 
likely to struggle with solutions to address what 
appears like innumerable problems.

The USA is considered ‘extremely well’ connected 
with ICT usage at 87%,27 while recent figures 
compiled by the ONS indicate that the United 
Kingdom’s population is also ‘extremely well’ 
connected, with 92% of the population being internet 
users.28 Data from US businesses put cyber related 
risk as their primary operational concern.29 In the 
absence of similar data from the UK, data from the 
US is instructive; from this, the inference is that 
communities which are similarly well connected are 
likely to face the same cyber challenges. 

Recipient fraud 
Unlike sender email fraud, recipient email fraud is not 
as technically sophisticated. The fake email address 
can be detected by the recipient on inspection. The 
device will not integrate fake emails into an already 
existing contact. A recent example of recipient fraud 
was detailed recently on the SRA scam alert page.19 
Using the details of a regulated lawyer within a top 
tier law firm a top 100 firm (Norton Rose Fulbright 
LLP20 ), scammers attempted to exploit a recipient 
by purchasing a similar domain, sending emails from 
attorney@fulbrightlawchamber.com. 

In instances such as these, the burden is on the 
recipient to make sure that messages are bona fide. 
A simple solution exists for this type of crime; as 
well as increasing awareness of the problem which 
the SRA is managing through their Scam Alert web 
page21, email users need to add trustworthy business 
connections into their contacts at the outset. In 
those instances, if the email comes from anyone 
other than a trusted contact, the email address will 
look different, giving the recipient a better chance of 
spotting a fake email address.

Cyber crime generally
Besides the email impersonation problem discussed 
above, the whole area of cyber crime needs 
attention. There is an overall lack of clarity and there 
is a tendency to (i) bundle the reporting of cyber 
crimes on the one hand and (ii) report the same 
exploit by a variety of names. As an instance of 
bundling, take for example the following headline

There appears to be a tendency with reporting to 
agglomerate cyber crimes in a way which is not 
done with ordinary crimes. This conflation of cyber 
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Cyber crime constituent parts
By breaking down cyber crime into its constituent 
parts, it assists in the development of cyber 
resilience protocols and processes with reference to 
the elephant analogy. Therefore, it makes sense to 
divide associated cyber risks into more manageable 
parts. As Professor Wall’s matrix of cyber crimes30 
clearly delineates, there are really only three types of 
cyber crime: -

This simplification is critical to re-thinking solutions; 
by refining the language around cyber crimes, it is 
possible to hive off the elephant into manageable 
chunks. Instead of lumping all the types of crime and 
criminal opportunities under a single nomenclature, 
when discussing cyber crime, it helps to be more 
specific. In order to achieve this we need the 
input of technical experts, legal practitioners and 
legal researchers working together to (a) better 
understand the underlying technique (b) then 
properly classify cyber crimes and (c) develop cyber 
solutions.

The operational risk to businesses is now so well 
understood that addressing cyber matters is now 

i. crimes against machines

ii. crimes using machines

iii. crimes in the machine 
(i.e. content) 

Wall, by introducing an additional 
layer of classification into his 
matrix, succeeds in simplifying 
cyber crime into more manageable 
segments -

a. cyber assisted crimes, 
traditional crimes using 
computers e.g. fraud, 
harassment.

b. cyber-enabled (hybrid)31 , new 
opportunities for traditional 
crime e.g. viruses, hacktivism.

c. cyber-dependent crime - new 
opportunities for new types of 
crime e.g. phishing, denial of 
service.

a board level responsibility32 and is no longer the 
province of the IT department or a single entity 
within a firm. With the introduction of the General 
Data Protection Regulation (GDPR) in Europe, the 
penalties alone for data breaches are set to rise to 
eye-watering levels, increasing from a maximum 
of £500,000 to £20 million or 4% of annual global 
turnover, whichever is higher.33

As early as 2015, cyber crime was considered 
‘the greatest threat to every profession, every 
industry, every company in the world’34 . By 2019 
the cost of cyber crime is projected to reach US$2 
trillion globally.35 The World Economic Fund (WEF) 
estimated the cost to the global economy of cyber 
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crime at $445 billion a year,36 while hacking attacks 
in the UK alone have cost businesses £42 billion 
since 2013.37 According to the Office for National 
Statistics, cyber crime is on the rise.38

In a study conducted by Oxford Economics, a typical 
FTSE 100 firm share price will decline by 1.8% on 
a permanent basis following a severe breach (this 
equates to -£120m on average) further amplified to a 
15% decline in value.39 The long term damage to the 
firm cannot be overstated.

When looking at cyber crime reports, it becomes 
clear that there are multiple ways in which firms 
and individuals have been defrauded. The National 
Crime Agency lists six common cyber threats for 
consumers which includes phishing, ransomware, 
keylogging and screenshot manager.40

Typically, society does not tend to report or discuss 
non-tech crimes in such a manner. To what degree 
it’s unhelpful is a matter of speculation, but take 
the following example: To safeguard against 
burglary, diligent homeowners lock their windows 
and shut their front doors. It’s a simple practice 
that is well understood and adopted. However, 
nobody would expect that taking these particular 
steps would protect against pickpocketing on 
the London Underground. They are recognised as 
two separate crimes even though both involve the 
misappropriation of property contrary to section 1 
Theft Act 196841. Moreover and more importantly, 
these crimes are conducted in a different manner. A 
different ‘skill set’ is employed by the thief or thieves 
in each instance to achieve their objective. Similarly, 
cyber criminals - much like the real world criminals 
- deploy a different tool set to achieve similar 
objectives and guarding against one won’t guard 
against another.

Social scientists have conducted experiments in 
the real world which show that: “untended property 
becomes fair game for people out for fun or plunder, 
and even for people who ordinarily would not dream 
of doing such things and who probably consider 
themselves law-abiding.’’42 By analogy, it is likely that 
opportunistic individuals are set to take advantage 
when the prospect of prosecution is unlikely, 
or because jurisdictional issues add a layer of 
complexity to an already knotty problem. 

Significant risks for business
Given that cyber crime is on the rise generally and 
technological risks are considered by the World 
Economic Forum (WEF) to be a significant concern, 
it follows that mitigating against technological 
risks,  should be the highest priority for businesses 
in the UK. This becomes even more significant when 
considering that massive data fraud/theft was 
ranked in 5th position of the most likely global risks 
to occur in 2017. Compiled by the WEF, A review of 
the Global Risk Report 2017 of the technological 
risks found data fraud/theft to be a top five global 
risk in terms of likelihood43 , moving up three places 
since 2016. In the United States (US), the top risk 
in 2016 was cyber attack followed by data theft 
(or fraud). However, the expression ‘cyber crime’ 
is being used to connote multiple crime types and 
opportunities, conversely, some crimes are being 
described by several different names adding a 
layer of complexity that is unhelpful. With email a 
primary communication tool for most businesses, 
it is imperative that business take practical steps to 
robustly protect and defend email communication so 
that it can be trusted. Having identified data theft / 
fraud as the most significant issue for businesses to 
address, which sector in the UK is likely to suffer the 
most from this risk?

What works?
Assimilating what we know works in the real 
world into the cyber world is instructive in building 
robust processes to develop countermeasures to 
combat cyber crimes. As a starting point, it is well 
understood that failing to mend broken windows44 
in a community acts as a signalling effect of 
community disorder. Similarly, failure to maintain 
publicly testable protocols to protect email acts as 
a signal to scammers, indicating that the system 
is incorrectly configured and that it is not being 
properly maintained or monitored. By implementing 
practical, well supported and endorsed solutions 
that can be adopted simply at scale, will assist 
businesses in sending out the right message that 
there system is tougher to tamper with. 
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Conclusion
Cyber crimes need to be articulated with a higher 
degree of sophistication than is currently the case, 
and Prof. Wall’s matrix proves an instructive and 
elucidating starting point. Thinking about cyber 
crime as crime types and opportunities helps to 
carve up the cyber crime elephant into crime types 
and opportunities.

When considering the area of cyber crime, specificity 
needs to be embraced, as does a more sophisticated 
classifying system based on the technique rather 
than victim type (e.g. business email compromise, 
CEO fraud) or indeed the time of day an event is 
likely to occur (e.g. Friday afternoon fraud).

The conversation about cyber crime would benefit 
from a multidisciplinary approach.

Just as we accept carrying a bundle of keys to 
lock a front door, there is concomitant trade off 
for deploying security measures. But, as with all 
risk management strategies, the deployment of 
the protection is considerably less painful than the 
consequences arising from the breach.

In the same way that we don’t have a single pill 
for all ailments, society cannot expect a single 
solution to resolve the challenges facing an entire 
community; there is no silver bullet to restrict 
motivated individuals from causing injury, whether 
in the real world or in cyber space. As with our 
personal security, different devices need to be 
deployed to address specific risks. In the matter of 
email impersonation, a solution exists which is both 
‘affordable and proportionate’ . The DMARC solution, 
which validates emails, is the result of industry wide 
collaboration, is not only approved but endorsed by 
the National Cyber Security Council (NCSC) part of 
GCHQ. The adoption of this fundamental solution 
has not kept pace with the rising tide of cyber crime. 

OnDMARC is an award winning 
London based Cloud Cybersecurity 
provider that helps organisations 
deploy DMARC with confidence. 
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